As mobile learning (mLearning) gains momentum, so does the worry of the parties involved to mLearning activities regarding the security and privacy level of the underlying systems and practices. Indeed, the basically spontaneous nature of mLearning and the variety of out-of-control devices that are used for supporting its activities, makes it prone to a plethora of attacks such as masquerading and manin-the-middle. Thus, the provision of some sort of postauthentication and non-repudiation service in an effort to deter and repel ill-motivated activities may be of particular value in such realms. Compelled by this fact, in this paper, we introduce a dynamic signature-based biometric scheme to enable the offering of both of the aforementioned services in mLearning domains. We argue that our solution is both practical and lightweight. Its feasibility is also demonstrated through the use of machine learning techniques.
Introduction
With the proliferation of mobile devices and the increasing capabilities of modern smartphones, mobile learning (mLearning) is getting a lot of attention. So far, most mLearning advances have concentrated on course development, deployment and delivery, paying little attention to security and privacy. However, these issues are important to any educational context given that mLearning gains in popularity and more and more individuals are using its services on everyday basis. Specifically, mLearning systems allow multiple users to upload, download, and exchange information anytime, anywhere. So, there are many important security and privacy parameters that must be taken into careful consideration; authentication, access control, data integrity, non-repudiation, content protection, to name just a few. For instance, an evident challenge is to constantly track the persons accessing the mLearning content and to monitor their true identity (authentication). This is also known as post-authentication and refers to the situation where authentication is performed repeatedly after a successful login. Post-authentication is of particular importance for mLearning because it allows for constant tracking and identification of the initially authorized user and thus enable educators and course administrators to detect misuses.
A closely related issue to authentication in general is that of non-repudiation. This refers to an authentication that with high certainty can be claimed to be original. In the context of this paper this means that the person making a transaction, say, submits a test answering sheet, is not in position to deny this act at a later time. Also, from the evaluator's point of view, it means that they can rest assure that the transaction has been performed by the original submitter, that is, the person who was initially authenticated and authorized to do so. Thus, non-repudiation is about obtaining a proof that the announced participant really performed a given transaction and that this proof can be verified even without the consent of the said submitter. In this respect, non-repudiation cannot be imposed by means of symmetric cryptography since verification can be done without the submitter's consent and thus it cannot use whatever credentials (e.g., secret keys, passwords etc) the submitter may own. Therefore, non-repudiation usually mandates the use of some sort of Public Key Infrastructure (PKI). After that, non-repudiation can be realized by the use of digital signatures that act much like a written signature. This situation also requires that all participants own a digital certificate which bounds their public key with their true identity. It is also to be noted here that non-repudiation is also a legal concept, meaning that what technically is claimed to offer true non-repudiation may not stand strong in a court of law.
In any case, although the provision of non-repudiation may be of prime importance to eLearning -and imperative for other e-services such as m-Commerce -usually it can be more loosely defined for mLearning settings. This is because mLearning is more about learning, reference and exploration of information in a spontaneous (and often selfdirected and self-starting) manner. For example, while in the airport lobby, one decides to take a short test in order to assess their level of comprehension over a given subject. In this respect, mLearning is more about interacting with information at the moment they are needed and/or in a specific use context. This means that non-repudiation is desir-able but usually not of top priority and the focus should be on deterring rather than catching the perpetrator. Putting it another way, it is commendable to have some sort of proof that for example the learner who uploaded the answers to an mLearning test is the person to which the test is delivered in the first place, but we can do so with a certain amount of confidence, say, above 90%. Of course, the more rigorous the context is (e.g., participation to a formal examination) the greater the amount of confidence needed to verify the act. So, for mLearning realms, non-repudiation should be simple for the end-user and practical to implement. In this respect, the use of PKI may be not the proper solution as it is certain to impose high deployment and administration costs [1] . Also, it requires substantial processing resources from the end-user device which at least for the time being may be not the case for several smartphone models, especially the cheap ones.
Motivated by this fact, in this paper we propose a fair post-authentication and non-repudiation scheme for mLearning. Our scheme can be straightforwardly applied to devices equipped with a touchscreen and is based on dynamic signature. This is a biometric modality that exploits the anatomic and behavioral characteristics that a person exhibits when writing on a touchscreen -using their finger or a pen -a given phrase or signing their signature. The proposed scheme requires minimal effort form the end-user as they only need to submit: (a) upon registration (enrolment) to the mLearning portal, a dynamic signature sample of a random string presented to them by the server, and (b) after every sensitive mLearning transaction (one that requires non-repudiation) reproduce a dynamic signature of the same string. It is also relevant to note that by offering non-repudiation we also enforce post-authentication per sensitive transaction on the service-side. Specifically, only the legitimate learner is able to produce the correct dynamic signature. So, it is highly probable that the transaction has been performed by the initially authenticated person (e.g., by means of username/password) and not from a non-authorized user or an impostor. We capitalize on machine learning and though experimentation we demonstrate that our scheme is able to correctly classify a dynamic signature in an amount that exceeds 95%.
The rest of the paper is organized as follows. The next section addresses related work on the topic. Section 3 provides a high-level description of the proposed dynamic signature scheme. Section 4 details on the feasibility of the proposed solution. The last section concludes and outlines future work.
Related ork
It is true that until now several works in the literature address the issues of security and/or privacy in the context of eLearning. For the interested reader, an overview of this topic can be obtained from [2, 3, 4, 5, 6, 7, 8, 9, 10, 11] . The same issues are also identified by some researches but specifically for the mLearning realm [12, 13, 14, 15] . In the following we briefly survey closely related work with particular emphasis on biometric-based schemes proposed to cope with the issues of authentication and non-repudiation in e/mLearning settings. First we address non-biometricbased solutions and then those that exploit some sort of biometric technology.
The authors in [16] try to tackle the issue of arbitration in eLearning contestation processes and propose a nonrepudiation system for student evaluation based on web services. They capitalize on Asynchronous JavaScript (AJAX) frameworks and PEAR packages aiming to implement Extensible Markup Language (XML) security standards to provide improved user experience, asynchronous data exchange and message authentication for on-line test papers. The work in [17] also utilizes XML security standards such as XML Encryption and Signature in an effort to provide secure mobile Wiki services. By capitalizing on Web services technology the authors in [18] introduce a security service, namely INCA, to support security requirements of different eLearning systems. The proposed security service makes use of asymmetric cryptography and digital signature to support integrity, non-repudiation, confidentiality and authenticity in collaborative education environments, regardless the architecture in which they were developed.
The use of biometrics in eLearning settings is an aspect that has not been completely ignored by researchers [19] . Specifically, the works by [20, 21] describe some possibilities of using biometric features and solutions in the field of eLearning and propose to combine several different biometric methods toward this goal. The authors in [22] propose the use of random fingerprint biometrics user authentication during e-examination procedures. The work in [23] argues that multi-biometrics can be proved very handy for improving the reliability of biometrics authentication when a single biometrics authentication technology is not sufficient. Hence, the authors propose an authentication system that exploits multi-biometrics to support various services in eLearning where user authentication is required. The use of webcam face images to authenticate the presence of users during on-line courses is addressed by the work in [24] . Also, the authors in [25] introduce a biometric scheme for providing continuous user authentication in e-examination through keystroke dynamics. The work in [26] proposed a fingerprint-based method for conducting e-examination in a way that no unauthorized individuals are permitted to upload submissions or access information. The authors in [27] deal with the problem of tracking individuals accessing the learning materials and more specifically that of monitoring the true identity of the examination attendees and propose a multimedia-enriched interactive non-repudiation system involved in a mLearning environment. They developed an application layer nonrepudiation system based on a person's single biometric information (e.g., iris, fingerprint, face, or voice), which resulted in the generation of a unique digital ID per user. After that, digital signatures were created based on the digital IDs to provide message integrity and non-repudiation. From the above analysis we can conclude that the non-biometric solutions proposed so far to cope with the issues of post-authentication and/or non-repudiation are either PKI-based [18] or concentrate on some kind of high layer custom-tailored solution like XML security [16] . However, as already pointed out, PKI is not a straightforward solution especially for mLearning domains as it imposes high deployment and administration costs and directly affects interoperability. Application layer solutions, while highly customizable, are usually platformdependent. So, they require special effort to become crossoperable and interoperable. On the other hand, most of the biometric solutions proposed so far either require special equipment to be deployed in certain places [24] , or impose the use of expensive equipment [22] , [26] , [27] . A major problem of biometrics authentication (like Keystroke [25] and mouse clicking) is that it is not free from errors and false recognition rate can be very high. Multi-biometrics as proposed in [23] is a solution to this problem but adds significant costs to the system in terms of complexity and (un)manageability. Also, it augments the acquisition cost of the mobile equipment if for example a high resolution camera or fingerprint sensor is needed.
So, under the assumption that in most cases mLearning does not impose absolute ceilings on postauthentication and non-repudiation we can argue that the ideal system to provide such services should be practical for the end-user, easy-deployable, cost-effective, scalable, and platform-independent. As discussed in the following sections, the proposed scheme fulfills the aforementioned requirements, while being highly accurate in identifying correctly the legitimate user, and thus generating the required proof to support non-repudiation. Also, to the best of our knowledge, this is the first study to explore the potentiality of dynamic signature in ultramodern smartphones equipped with a touchscreen.
System Description
Our proposal follows a simple and lightweight client-server architecture, where the latter entity is considered to be trusted. The communication link between these entities is also reckoned to be secure, e.g., by means of the https protocol. The client is assumed to carry a smartphone or tablet equipped with a touchscreen. Normally, the client has some kind of trust relationship with the server. This relationship is usually materialized in the form of some login credentials, say, username/password. The exact (out of band or online) way these credentials are acquired are out of the scope of this paper. After the very first login, the client is prompted with a random string (e.g., abc123) which the m-learner must 'sign' 3 successive times using their finger or stylus pen on its device. Upon completion, the answer containing all three dynamic signatures of the same string is sent back to the server which univocally registers these samples of dynamic signature with the corresponding user. This step is mandatory to be executed only once upon registration to the service.
A prototype of the proposed system has been implemented in iOS (formerly known as iPhone Operating System). Figure 1 depicts how such a dynamic signature is recorded by our application in the device. Each character of the dynamic signature is formed by one or more touch gestures. So, in essence, each gesture can be represented by a series of quadruplets in the form {Type, X, Y, Time}, where Type corresponds to the type of the movement, X, Y hold the Cartesian coordinates where the touch event took place, and Time carries the date and time (based on seconds since the standard epoch of 1/1/1970) the touch event occurred. Taking Fig. 1 as an example, the letter 'c' for this user is recorded as a series of finger or stylus pen movements in the context of a single gesture that began (B) at point (167,164) and ended (E) at point (130,188).
The letter M is used for records that represent inter- Figure 2 . A screenshot of the graphical user interface displayed to the instructor when reviewing a test mediate points of the same (still) on-going gesture. So, overall, a complete signature is not stored as an image but it is actually comprised of several tens of quadruplets.
As already pointed out, once the initial registration phase has been carried out, the client is ready to participate in any sensitive transaction with the server. Some examples of such situation are: download learning material that requires proof of acquisition, download copyrighted material, post their contribution to a restricted forum, upload an essay, carry out e-examination tasks, etc. Let us assume a situation where the user has received a test containing different types of test questions. As soon as it is received, the test must be completed and sent back, say, within 20 minutes. At the end of the test there exists a verification string (the same with that the user submitted to the server upon registration) which the user must also 'sign' on the device's touchscreen before submitting the test back to the server. Upon reception, the server automatically compares the signature received with that contained in its database and makes an assessment, in terms of a percentage value, on whether the signature is authentic. It also automatically attaches this value to the test for informing the instructor about the result. The instructor (evaluator) is able to login to the server and download the completed tests to their mobile device or desktop computer for reviewing and evaluation. The system displays on the upper right corner the result of the verification process regarding the signature. This result (degree of confidence) is calculated as the quotient of how many points of the submitted signature have been found to match with the existing profile of the same user divided by the total number of points contained in that dynamic signature. In our proof-of-concept implementation we display this result in green if the calculated confidence percent is is slightly above 98,3%, in red if the result is marginally below 97%, and yellow otherwise. The way these percentages are derived is explained further down in section 4.2. In the latter case (yellow), the decision whether the instructor will accept the test as genuine or not is entirely up to her. To exemplify these, in Fig. 2 we present a screenshot of a completed test as displayed in the iPad device of the examiner.
It is also to be noted here that the proposed scheme may be useful not only for mLearners but for other contributors to the system as the case may be. For example, the instructors may be also bound to submit their personal dynamic signature string when making sensitive transactions such as uploading test results or downloading copyrighted content. This way, masquerading or man-in-the-middle attacks can be effectively deterred and repelled.
Evaluation
In this section we capitalize on machine learning techniques to assess the effectiveness of our scheme in correctly classifying a signature. This process provides evidences of the potentiality of the proposed solution to correctly identify a user. First, we detail on the methodology followed and next concentrate on the evaluation results obtained. Figure 3 . Cross-projection of the dynamic signature of the same string as entered by three different users
Methodology
As mentioned in the previous section we have implemented a prototype of our dynamic signature scheme in iOS. The application has been installed on the iPhone device of 20 participants (iPhone owners). Each person used its device for registering with the server, that is, by entering 3 successive times the same text namely 'abc123' with the help of the client application. Although in a real deployment each user will have a unique string to be used as their dynamic signature, here we employ the same string for all users aiming to assess the effectiveness of the system to cope with forgery. After the completion of the data collection process, the files containing the dynamic signature data were used to assess the effectiveness of the proposed scheme. Recall that each signature file contains an arbitrary number of records where each of them corresponds to a vector of related features per signature.
For the needs of the classification process, 20 data files -one per user -have been created. Each of these files contains the signature data of the corresponding legitimate user and the data of the rest 19 users that represent potential intruders. Specifically, for each user in the dataset, the corresponding data file contains: a) the user's data, referred to as normal behavior data, and b) all other users' data that represent potential intrusive behaviors. Each record of the signature data file is composed of collected features represented by the following quintuplet: {Type, X, Y, Timestamp, Legit /Intruder} where the last field is the binary representation of the two nominal classes, i.e., if this piece of data belongs to the legitimate user (yes) or the intruder (no). An example of such a record is given by the following quintuplet {B, 167.0, 164.0, 1344239437.941613, yes}.
During the experiments we cross-evaluated four supervised machine learning algorithms, namely, Bayesian Networks, Radial Basis Function (RBF), K-Nearest Neighbor (KNN) and Random Forest. Moreover, the k-fold cross-validation method, and more specifically a 10-fold one (this option provides us with more chunks of data to work with), has been employed to divide the dataset into different subsamples. This means that the original sample is randomly divided into k (nearly) equally sized sub-samples, and the cross-validation process is repeated k times (the folds). Every time, one of the k sub-samples is used as the test set and the other k-1 are put together to form the training set. Finally, as discussed in the next section, the average value of all metrics across all k trials has been calculated. The experiments have been carried out using the well known machine learning software package, namely RapidMiner [28] .
Results
Legacy biometric systems effectiveness analysis makes use of two error rates, namely False Acceptance Rate (FAR) in which an intruder is accepted by the system, and False Rejection Rate (FRR) in which the authorized user is rejected by the system [29] . In addition, a third metric known as Equal Error Rate (EER) is generally employed to examine the performance of similar to ours biometric systems (e.g., keystroke systems) [30] . Specifically, EER is a kind of percentage rate which both accepts and rejects errors as equals (EER=(FAR+FRR)/2). This metric is employed to quantify the detection accuracy by a single number. The lower the error rate value, the higher the accuracy of the system. In our analysis we consider all the three aforementioned metrics to estimate the effectiveness of our dynamic signature-based scheme in correctly classifying a signature. Table 1 summarizes the results obtained from the experiments. Random Forest seems to be the most promising classifier showing optimal results and having the lower EER among all the algorithms tested. More precisely, its average FAR, FRR percentage values remain near 0.2% and 3.2% respectively while the average EER for all cases is 1.7%. Bayesian Networks and KNN also show very promising results reporting an average EER of 4.1% and 2.1% respectively. On the contrary, RBF scores the highest errors rejecting the authorized user with a statistical average FRR of 9.5%. Overall, the results suggest that Random Forest is the best choice for implementing the proposed dynamic signature scheme. In practice, and in addition to what is described in section 3, these results mean that in a real implementation of the system the optimal value for accepting/rejecting a signature is that of 98.3% (100 -EER%) and 96.8% (100 -FRR%) correspondingly. For example, in the latter case (rejection), a signature is discarded if four of its points are found to be inconsistent with that contained in the profile of the corresponding legitimate user.
As a general remark, dynamic signature-based classification presents significantly better results compared to those reported in the literature so far. It is also to be noted that while these results provide strong evidences that dynamic signature-based classification may be a very accurate means of authenticating the user, more research is needed to better assess its potential. To further exemplify the above findings, in Fig. 3 we cross-projected the dynamic signatures of the sample string as entered by three different users. Bear in mind that each signature is actually a series of Cartesian coordinates as recorded in the corresponding signature file for that user. From the figure, it is obvious that each signature is to far from being characterized as similar to the others.
Conclusion and uture ork
This paper addressed the issues of post-authentication and non-repudiation in the mLearning realm. We proposed a biometric scheme based on dynamic signature to support the provision of both of these services in a practical and efficient manner. The only actual requirement for our solution to work is the end-users to afford a mobile device equipped with a touchscreen. By using a prototype implementation we showed that the proposed solution can be very accurate in correctly classifying a signature and thus providing strong evidences that a given transaction has been performed by the legitimate user. The lightweight nature of our proposal is also self-evident as requires no additional computational resources on the client-side (recall that the dynamic signature data is recorded and transferred as text).
Nevertheless, some aspects of the solution need further research. For instance, the physical characteristics of a device and in particular those of the touchscreen (especially its size) may affect efficiency. So, more research effort is needed to examine how the scheme will behave if a user employs different devices in its mLearning activities (or decides to replace her device with a new one). The use of different means (e.g., finger, stylus pen) to produce the dynamic signature is also an issue worthy of investigation.
